
MANAGED DETECTION  
AND RESPONSE NETWORK
Protect your distributed organization with our 
affordable, cloud-based, AI-enabled dynamic 
cybersecurity



Protect your employees and business 
against the latest cyber threats
COVID-19 has significantly changed the 
way we work and amplified the cyber risk 
for all organizations. With more employees 
working from home, how do you keep both 
them and your corporate networks and 
information assets secure – and still migrate 
to new technologies to keep your business 
competitive?

MDR Net from RHEA Group provides a 
cost-effective, scalable, business-aware 

solution against the latest cyber threats for 
your entire organization, leveraging cloud 
infrastructure and artificial intelligence (AI) 
to secure:

• on-premise environments
• cloud environments
• hybrid environments
•  user endpoints in any location – at home 

or on the other side of the world.
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RHEA Group
Your trusted source for Managed Detection and Response

Rely on our MDR Net service to:

To find out more visit www.rheagroup.com

Identify and mitigate 
against all cyber threats, 
including zero day attacks

Allow your business to safely 
adopt new technologies

Secure your entire network, 
including remote workers

MDR Net is a scalable security solution that 
protects against cyber threats and provides 
full incident response. Designed to provide 
the ultimate in secure dynamic network 
configuration, you can leverage your existing 
investments in networking, such as firewalls 
and switches.

MDR Net also lets you offer fully secure 
remote working to employees, on either 
a temporary or permanent basis. Provide 
access to corporate assets regardless of 
where people work, enabling your business 
to continue functioning as effectively as 
before.



Why is MDR Net unique?

•  State-of-the-art security incorporates AI in the network and endpoints to 
protect against the latest threats or vulnerabilities that exist in unpatched 
systems. 

•  Protects corporate information assets, networks, endpoints and users from 
malicious behaviour.

•  Automatic quarantine of malicious files, anti-exploit for file-less attacks, 
ransomware rollback, multiple lightweight endpoint protection solutions and 
endpoint isolation.

MDR Net leverages cloud infrastructure to extend the corporate network for 
remote users while continuing to provide protection against cyber threats. 
Vitally, this includes advanced network layer proactive threat containment 
of zero day attacks by combining real-time network content inspection with 
advanced AI for behavioural analysis, enabling MDR Net to block both known 
and brand new threats.
 
Avoid the cost and complexity of adding virtual private networks (VPN) to your 
firewall. Instead, MDR Net provides a software-defined wide area network 
with security and incident response all in one straightforward, comprehensive 
security package.



How it works

To find out more visit www.rheagroup.com

MDR Net allows dynamic remote access 
using existing firewalls by establishing 
an IPSec virtual private network (VPN) 
connection between the cloud and any  
on-premise firewall, allowing users access to 
centrally-held corporate assets on demand 
as required. This method avoids overloading 
firewall remote access connections, which 

can happen when every user tries to 
connect with their own VPN session. 

Only necessary traffic is routed via the 
corporate network. Any internet-based 
communication from the endpoint is not 
routed through the corporate network, 
which is more efficient for remote workers.

If there is a successful attack, it can be contained and 
remediated quickly before any damage is done by 
using MDR Net's cloud analytics and prevention along 
with the incident response service and capabilities.

P2S: point to site (VPN).  S2S: site to site (VPN).
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Affordable network 
security guardian
MDR Net is a revolutionary cybersecurity 
product at an affordable price, enabling 
organizations to protect all aspects of their 
network, including remote workers. 

Why invest in MDR Net?
Cyberattacks are one of the major threats to 
organizations globally and the scale of such 
attacks, including phishing, has increased 
significantly since the pandemic started.

•  Average cost of a data breach is  
US$3.86 million1.

•  Average time to identify and contain a 
breach is 280 days1.

•  52% of data breaches are caused by 
cyberattacks1.

•  Malware is the costliest form of attack, 
with organizations spending an average 
of US$4.52 million responding to such 
incidents1.

Our MDR Net provides a complete network 
guardian for your systems, assets and 
employees, wherever they are working, helping 
your organization stay secure in the face of 
escalating cyber threats. And it costs far less 
than competing cybersecurity solutions.

Contact us to find out how we can protect your 
business and save you money.



To find out more visit www.rheagroup.com

MDR Net benefits
RHEA's MDR Net provides multiple benefits including:

Feature 

Endpoint and network monitoring and response 

Lightweight endpoint protection agents for Windows, Linux and MacOS 

Automatic quarantine of malware 

Anti-exploit endpoint protection 

Endpoint file-less attack protection 

Anti-ransomware protection 

Ransomware rollback 

Quarterly security consultations 

Quarterly external network vulnerability assessments 

Real-time network content inspection

Zero Day protection against unknown malware

Real-time inline malicious payload blocking 

Policy-based network routing 

Guest Wi-Fi (if routed) real-time network monitoring 

Guest Wi-Fi (If routed) real-time malicious payload blocking 

Network routing agility

Replacement for costly multi-protocol label switching (MPLS) networks



MDR Net provides all the benefits of our 
MDR 360 security capabilities and more.

Built around rapidPHIRE™, our context-
aware network traffic analysis platform. 
Uses advanced analysis techniques and 
machine learning to identify and track 
threats, and produce a complete security 
event history. 

24/7 network and endpoint monitoring 
to identify vertical and lateral movement 
of threats and malicious activity, and 
detect and block file-less malware activity 
immediately. Terminus Agent also gives 
visibility of every endpoint and can 
restrict network access from compromised 
endpoints.
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Continuously updated threat feed system 
that can ingest institutional, governmental 
or commercial threat indicators.

24/7 incident response from RHEA’s 
expert team of security engineers, who will 
work with you to identify the most effective 
mitigation measures to contain and minimize 
the impact of a cyberattack.

Proactive threat hunting and validation 
by our security team, using detailed analysis 
of all available data.

Protection against zero day attacks 
through real-time network content 
inspection and advanced AI behavioural 
analysis.

Contact us to discover how RHEA Group  
can support your cybersecurity program.  
To find out more visit www.rheagroup.com

Email: info@rheagroup.com
Toll-free number: +1 877 672 8070
Montreal: +1 438 792 1877
Gatineau: +1 613 276 8443

1.   Ponemon Institute; Cost of a Data Breach Report 2020


