
NEXT GENERATION

CYBER-RANGE 
FOR EDUCATION



Let your students excel with our most 
advanced cyber training platform

The global threat posed by 
cyberattacks is real – and growing. 
Every organization is a target. This 
increasing risk means many more 
professionals are needed who 
are fully trained in cybersecurity, 
presenting a great opportunity for 
both graduates and educational 
facilities.

In 2020, you can make your 
university or college a leading 
provider of cybersecurity 
training by using RHEA Group‘s 
Next Generation Cyber-Range 
for Education, with our unique 
combination of user-friendly 
front-end and highly advanced 
functionality.

NEXT GENERATION  

CYBER-RANGE 
FOR EDUCATION



Our Next Generation Cyber-Range for Education is built on the same leading 
platform that is trusted by domestic and international organizations across Europe. 

Now you can access it too to train your students.

RHEA Group

Your trusted source of cyber training  
and defence planning systems

To find out more visit www.rheagroup.com

Our Software as a Service (SaaS) cyber training 
platform makes it easy to access and build realistic 

emulations of organizational networks and then 
overlay cyberattack scenarios. This makes it ideal for:

Teaching how 
to identify 

and improve 
infrastructure 

security in real-
life scenarios

Showing how 
to develop and 
test incident 

response plans

Using network 
simulations to 
train students 
to test other 
products and 

services

Developing 
and enhancing 
your students' 
knowledge and 

skills



Make your students highly employable  
with RHEA’s Next Generation Cyber-Range  
for Education

Cyber-attacks are considered one of the top five global risks, according to the World 
Economic Forum (WEF)1. The cyber threat is hugely significant for both small and 
medium-sized companies and major organizations.

Counting the cost 
$2,900,000 is lost to cybercrime 
every minute around the globe2.

Data breach losses
The average total cost of a breach, 
including fines and lost worker 
hours, is $3.92 million3.

Paying the price 
Malware attacks cost victims up to  
$2.6 million in 2018, while 
ransomware cost $646,000 on 
average4.

Global employment opportunity 
Globally, the opportunity for trained 
cybersecurity professionals is huge, 
with a workforce gap of 1.8 million 
by 20225.

Recruitment remains a major challenge for employers. 
They cite lack of relevant academic programmes as a 
key issue and that graduates from such programmes 
don’t have job-ready skills5. 

This presents a significant opportunity for universities 
and colleges. You can grasp that opportunity by offering 
courses underpinned by technology that is designed 
for and used by global organizations and leading 
international companies – RHEA’s Next Generation 
Cyber-Range for Education.



To find out more visit www.rheagroup.com

The RHEA Group Difference
RHEA’s Next Generation Cyber-
Range for Education is based on 
our leading-edge CITEF™ emulation 
and automation platform. CITEF 
represents the state-of-the-art for 
cybersecurity simulations. CITEF 
has been developed under contract 
to the European Space Agency to 
deliver an advanced cyber-range 
capability equipped to support the 
demanding needs of cybersecurity 
for space assets and other critical 
infrastructures.

Supplement traditional approaches 
to cybersecurity training with 
RHEA’s Next Generation Cyber-
Range for Education – give your 
students the advantage of truly 
hands-on training using a platform 
that is designed to keep pace with 
rapid innovation and increasing 
levels of cyber threat. 

When you choose a RHEA Next 
Generation Cyber-Range Services 
solution, you can speak to real 
people in our expert teams who 
speak in plain language, and who 
understand and remain current 
with the contemporary cyber 
threat environment.

Now your institution can access a 
state-of-the-art cyber-range based 
on our CITEF platform to provide 
advanced training through our 
SaaS model dedicated entirely to 
educational institutions.

Train students using truly realistic 
emulations of IT environments – not just 
simple simulations.

Spin up additional training environments 
in minutes in a safe, legal environment.

Generate advanced hybrid scenarios 
incorporating both digital and physical 
assets.

Exploit the user-friendly interface, with 
drag-and-drop functionality, to develop 
scenarios and training courses quickly 
and efficiently.

Extend students’ knowledge base using 
the broad range of critical infrastructure 
assets emulation, including industrial 
control (ICS), supervisory control and 
data-acquisition (SCADA) systems, and 
Internet of Things.

CITEF™
Your on-demand,  
realistic, safe and 
legal Environment  

as a Service



Founded nearly 30 years ago, RHEA Group has been keeping organizations secure 
internationally for over 10 years. Trusted by government departments and agencies, 
international organizations including NATO and the European Space Agency, 
and clients in multiple sectors including critical national infrastructure, finance, 
manufacturing, defence, aviation and space.

Our Credentials

Why is a RHEA Next Generation Cyber-Range 
for Education the best choice?

Being prepared for a cyberattack can make all the 
difference between success and failure if and when an 
attack happens. Organizations are increasingly aware of 
the risks and dangers involved, and many are seeking 
qualified staff to help improve their security position.

Our Next Generation Cyber-Range for Education is 
based on RHEA’s unique CITEF™ assets emulation and 
automation framework.

•  For training staff – this SaaS platform puts the tools 
to develop custom scenarios and applications into their 
hands, ensuring they can customize and tailor the 
scenarios according to their desired curriculum.

•  For students – the platform enables them to be 
trained to identify and secure weaknesses across all 
kinds of networks, and learn how to prepare for and 
manage every cyberattack eventuality.

The end result is that your students become highly 
employable and your institution gets recognized as a 
leading provider of cybersecurity training.

RHEA Group has been at the forefront of security for over 
a decade. We provide software platforms, physical and 
virtual security services, and expert support, both remote 
and onsite. We know what it takes to keep organizations 
safe, including from escalating cyber threats. We also 
understand the importance of training in realistic, 
practical environments.



To find out more visit www.rheagroup.com

RHEA Next Generation Cyber-Range for Education
Our SaaS cyber-range solution lets you prepare your students for a host of 
possibilities, giving them a huge advantage in the ICT employment market without 
requiring major investment in a dedicated onsite installation. 

Make your educational establishment a leading provider of cybersecurity and ICT 
training by choosing the RHEA Next Generation Cyber-Range for Education.

*  Limited to prevent over-provisioning; requires advanced scheduling (manual); †Additional fees apply

RHEA Group Next Generation Cyber-Range for Education Included

CITEF™ Education user licenses

Software support

Multi-tenant cloud hosting

On-premise installation Optional, subject 
to assessment†

Training (1 day):
• How to use CITEF to run pre-built scenarios and digital library
• How to create scenarios
• How to schedule your course

Initial assessment/needs discovery



Contact us to discover how RHEA Group can 
support your cybersecurity education programme. 
To find out more visit www.rheagroup.com

Email: info@rheagroup.com 
Website: www.rheagroup.com

1. World Economic Forum; The Global Risks Report 2019, 14th Edition 
2. RiskIQ; The Evil Internet Minute 2019
3. IBM; 2019 Cost of a Data Breach Report
4. Accenture; Ninth Annual Cost of Cybercrime Study; March 2019
5. Deloitte and Toronto Financial Services Alliance; The changing faces of cybersecurity: Closing the cyber risk gap © RHEA Group 2021
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Create realistic emulations of networks 
and critical infrastructure and assets 
easily and quickly using a drag-and-drop 
interface and automated activation, 
verification and instantiation. 

RHEA Next Generation Cyber-Range for Education
Our Next Generation Cyber-Range for Education based on the CITEF 
assets emulation and automation platform enables you to run a broad 
range of training.

Design cyberattack scenarios for 
training exercises using the Scenario 
Virtual Environment Editor – teach 
students all necessary skills, including 
how to develop fully customized response 
plans and procedures.


